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1. OoOmue cBeneHus

B Hacrosmielt cratbe paccCMOTPEHBI OCHOBHBIE MTOCIIEI0BATEILHOCTH JCHCTBUH, KOTOPBIE HEOOXOMMO
BBITIOJIHUTH crieriuanuctam noapasaencauii ACY B neueOnsix yupexnenusx (JITTY) Bomoroackoit obmactu
JUIS HACTPOMKHU TpaHUYHBIX MapuipyTuzaropos cepun Mikrotik RouterBoard st monkmouenus
(dbyHkroHana aBromatudeckoi 6anancupoBku EolP-tynnens npu cmene IP-aapeca B ronoBHOM
Mapupytusarope B LHO/I.

Buenpenue nanHoro GpyHKIIMOHaNA O3BOJIMT B OyayIieM Bcei kopriopaTuBHO# cetu mexay LIO u
YUPEKIECHUSAMU HE 3aBUCETh OT MPUBA3KU K KOHKpeTHOMY [P-anpecy, HacTpoeHHOMY Ha rOJIOBHOM
MaplIpyTH3aTope, nepeHacTpoiika napamerpoB EolP-Tynneneit Ha mapuipytuszarope kaxaoro JIITY Oyzaer
IIPOU3BOUTHCS aBTOMATUYECKHU.

Jlannast 3a1aua pa30uBaeTcs Ha HECKOJIBKO 3TAIOB:

1) Co3manue u HacTpoiKa CKpUINTa-0aTaHCUPOBIIMKA HA MAPIIPYTU3ATOPE.
2) Hacrpoiika pacnucanus (11exysep) 3amycka CKpHUnTa.

3) IIpoBepka pabOTOCTIOCOOHOCTH.

BAKHO!

JlaHHast cTaThs HaNKMCaHa JUIsl ONBITHBIX CUCTEMHBIX aIMUHUCTPATOPOB U aBTOP UCXOAMT U3 TOTO, YTO
cootBeTcTBYtomMi cnenuanuct JIITY yxe HactpauBan mapmpytuzatop Mikrotik, ycranosnennsiii B JIITY,
WM X0Ts Obl yuTan uHeTpykumio «Hacrpoiika noaxmouenus JIITY k LHO».

Ecu BBI He 3HAKOMBI ¢ TaKUM AOKYMCHTOM, HpOCB6a €Tro ACTAJIbHO U3YUUTh!:
http://miac.volmed.org.ru/files/inform/Nastroyka podklyucheniyva LPU_k RTSOD.pdf

Bepcus noxkymenra 1.0

Hara: 31.03.2016.

Cratyc: HoBblif JOKyMeHT.
BHeceHHbIe H3MEHEHHUS: OTCYTCTBYIOT.



2. Co3aaHMe M HACTPOHKA CKPUNITA-0AJTAHCHPOBUIMKA HA MAPLIPYTH3aTOpE.
2.1. MoaxrogaeMcs k Mapuipytuzaropy Mikrotik ¢ momomipio mporpammer WinBox. ABTopuzupyemcst
O/ MTOJIb30BATEIIEM C TOJHBIMH MTPABAMH.

‘® WinBox v3.0 (Addresses)

File Tools
Connect To: |192.168.3.1 | ¥ Keep Password
Logir: |admin | [ Openln New \wWindow
Pazsword: | xxxxxxxxxxxxxxx |

Add/Set Connect To RokMON | | Connect |

Managed | Q@f‘[bors |

|Address | Lser | Session |Gmup | hd
<own>
Lown>
<owri
. [ »
3 iterns | |
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2.2. B oTkpbIBLIEMCS OKHE 3aXOJUM B paszzen System -> Scripts

® msyvve IR (MikroTik) - WinBox v5.24 on RB750 (mipsbe)

Interfaces
Bridge
PEE
Switch
Mesh
IP [+
[+ &uto Upgrade

Raouting [+ Cerificates

System [+ Clock

Queues LConzole

F.ihas ! Drivers

Log Health

Radius Histary

Tools Identity

Mew Terminal LEDs

MetaROUTER License

Make Supout.rif LUDQ_iVj_Q

Manual Packages

Exit Pazsword
Ports
Reboot
Reset Configuration
Resources
Fouterboard

SHNTP Client

S cheduler

Scripts
Shutdown
Special Log_ih
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2.3. Otkpoercs okomiko «Script List». [To unee, eciv BbI caMOCTOSATEIHPHO HUYETO HE
MIPOrPaMMHUPOBAIIH, OHO JIOJDKHO OBITH ycThIM. Ha)kumaeMm Ha KpacCHBIH TUTFOCUK:

@ msvve Y i ikro Tik) - WinBox v5.24 on RB750 (mipsbe) =13

E‘@ Safe Mode Time:!ﬁ?ﬂg ["| Hide Passwords [ (£

Interfaces
Bridge

FFE | Erwirorment I
Switch EE @ Run Seript
Mesh | |

IP
MPLS

R outing
System
Queues

Files

Log

Radiuz

Tools

MNew Teminal

MetaROLTER

take Supaut.if 2 itemz

P araal

Exit

Pucynok 2.3
2.4. B OTKpBIBIIEMCS] OKHE CO3/IaHUsI CKPUITA JEIAEM CIIECIYIOIIEE:
a) B mone «Name:» BrimceiBaem 3HaueHue: miac_dc_tunnel
0) B mone «Source:» BcTaBisieM cleayOUUil KO

:log info ("Starting checking MIAC tunnel address...")

:local DNSListCur "tunnel.volmed.org.ru"

:local DNSListOld "oldtunnel.volmed.org.ru"

:local IPTunCur [:resolve $DNSListCur]

:local IPTunOld [:resolve $DNSListOld]

:log info ("Old tunnel IP = $IPTunOld , Current tunnel IP = $IPTunCur")
:foreach u in=[/interface eoip find remote-address=$IPTunOld] do={
/interface eoip set $u remote-address=$IPTunCur

:log info ("New IP for EolP has been set successfully")

}

I[OJDKHO TOJIYUUTBHCA NPAKTUYICCKH TOXKE CaMOC, YTO IMPUBCACHO HAa PUCYHKCE 2.4 HIKeE.

Ecnu Bce caenanu mpaBmiibHO, TO kMeM kHonky Ok. BosBpamiaemcs B okHO «Script List», rae
MOSIBUTCS TOJIBKO YTO CO3JaHHBIA HAMH CKpPHIIT.



~ Pualicy

Marne:

Owner: | mawy

rehoot
write
test
shiff

read
policy
password
sensitive

Last Time Started: |Apl.n"2Da"'I 970 20:52:08

Fun Count: | |

Source:

log info [*Starting checking MIAC tunnel address. ") #
Jlocal DS ListCur "unnel volmed. arg.w”

local DMSListOId "oldtunnel. volmed. org.ni”

ocal IPTunCur [resolve $DMS ListCur]

local IPTunOld [resobe $DMSListOld]

log info ["O1d tunnel IP = $IPTun0ld . Current tunnel 1P = SIPTunCur*]
fareach win=[interface eoip find remote-address=$PTun0Id] do={
finterface eaip set $u remote-addrezs=$1PTunCur

‘log info ["Mew [P for EolP has been set successfully'’]
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2.5. Tenepb HYKHO MPOBEPUTH KOPPEKTHOCTh OTPAOOTKH ckpurita. J{7st 3Toro okHO «Script List» uyTh
CIABHUTAEM U IIEJIKaeM IO MyHKTY MeHIo cieBa «Logy. OTKphIBIIEECS OKHO PACIIONaraeM TakK, YTOOBI

OHO HEC IMEPCKPHLIBAJIO OKHO CO CKpHUIITaAMHU.
msvy® TP (MikroTik) - WinBox v5.24 on RB750

Time:21:59:18 [ ] Hide Pas

Interfaces
Bridge
FPP
Switch
tesh

IP

MPLS
Fouting
System

Queuss

Files Apr/20M1970 20.52:28  spstem info changed scheduled script settings by mswy
Apr/20/1970 205236 spstem infa changed scheduled script settings by mswy E E

Log. Aprf20A1970 20052:57  gpstem info changed script settings by maws

Radius Apr/20/1970 21:30:15  spstem info account user mevy Iogged out from 82 97, 229.41 via telnet
Apr/20M1970 21:30:46  spstem info account user msvy logged out from B82.97.229.47 via telnet

Tools Aprf20M1970 21:30:48  spstem info account user mevy logged out from 82.97.229.47 via telnet

Mew Terminal Aprf20A1970 21:44:07  gpstem info device changed by mawy

Apr/20/1970 21:44:19  zpstem info device changed by mawy

MetaROUTER Apr/20/15970 21.44:47 system info new sciipt added by mawy .

Make Supout.rf Apr/20/1970 21:44:58  script info Starting checking MIAC turinel address. . :
Apr/20/1970 21:45:10  script infio Old turnel [P = 82.97.229.45 | Cument tunnel [P = 95.53.248.73
Apr/20/1970 21:45:10  zcript info Mew [P for EolP has been set successfully

Exxit Apr/201970 214510 spstem info device changed by mswy

Apr/20M1970 21:45:57  spstem info script remaved by mevy

Apr/20/1970 21:45:83  spstem infa script remaved by mswvy

Apr/20/1970 215735  spstem info changed soript gettings by mewy

Apr/20/1970 21:5755  spstem info device changed by mawy

Apr/20/1970 21:58:12  spstem info device changed by mawy

Aprf20M1970 21:58:21  spstem info account user mevy logged in fram 82.97.229.41 via telnet
Apr/20/1970 21:58:36  system info account user mevy logged out from B82.97.229.47 wia winbox
Apr/20/1970 21:58:36  spstem info account uzer mawy logged out from 82.97.229.47 wia telnet
Apr/20M1970 21:58:43  spstem info account user mevy logged in from 82.97.229.41 via winbox
Apr/20/1970 21:58:43  spstem info account user mswy logaed in from 82.97.229.41 via telnet
Aprf20/1970 21:58:43  gpstem info account user mevy logged in from 82.97.229.41 via telnet
Apr/20/1970 21:58:54  zpstem info account uzer mawy logged out from 82.97.229.47 wia telnet
Apr/20/1970 21:5855  spstem info account user mswy Iogged out from 82.97.229.41 via telnet

Manual

1 item [1 selected]
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2.6. BeinensieMm B okHe «Script List» TOJIbKO YTO CO3JaHHBIN CKPUNT U HAKMMAEM aKTHBHPOBABIIYIOCS
kHOTKY «Run Script». ITocie sToro cMmoTpum B 0kHO «Logy.

SV s . [MikroTik) - WinBox v5.24 on RB750 (mipsbe)

Interfaces
Bridge
FPP
Switch
Mesh
IP
MPLS
Routing

| e o oy

Systemn

Queues

Files

Log
R adiug
Taols I

News Terminal
MetaROUTER
Make Supout.rif
Manual

g
n
:
.
f
n
:
.
f
n
:
.
Exit i
n
:
.
f

:
BpAUS TS 2100085 spstem Info account user mEyy [0gged i rom S2.97. 229,41 wia telnet

Apr/20/1970 21:58:43  spstem info account user msvy logged in from B2.97.229.41 via telnet

Apr/20/1970 21:58:54  spstem info account user meyy logged out from 82.97. 229,47 via telnet
Apr/201970 21:58:55 _ sustam info account user msvy logged out from 82,97, 229,41 via telnet

Apd 201970 220134 sonpt info Starting checking MIAC tunnel addiess..

Apr/20/1970 22:01:34  script info 0ld tunnel IP = 82.97.229.45 , Cunent tunnel [P = 9553248 73
Apr/20/1970 22:01:34  system info device changed by mawvy

Apr/20/1970 22:01:34  soript info Mew IP for EolP has been set successfully

1 item [1 selected]
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Hexotopoe BpeMs crycTst (MHOT/Ia HYKHO TOJOXAATh 0 S MUHYT) B OkHE «L0g» MOMKHBI MOSIBUTCS
CTPOYKHU C ykazaHHeM napameTpoB (IP-aapeca) Haliero riaBHOro MapLIpyTH3aTopa, ¢ KOTOPBIM CTPOUTCS
TyHHENIb. A Takxke JoipkHa mosiBUTECS ¢pasa «New IP for EolP has been set successfully», uro o3Hagaer
ycnemHnyto cmeny [P-anpeca Ha EolP-TyHHene, KOTOpBIN Ball MapuIpyTHU3aTOp CTPOUT O INIABHOI'O POyTepa

B LIO/I.

Ecnu 31ech Bce BBINOIHEHO YCIIEUTHO, TO IEPEXOIUM K CIEIYIOIIEMY 3Tally.

Time:22:01:37 || Hide Passwards




3. Hacrpoiika pacnucanus (IIeayJjiepa) 3anyckKa CKpUnTa.

Tak kak Ha IJIaBHOM MapuipyTuszatope B Oynaymiem IP-agpec MoxeT MEHAThCS HEOJHOKPAaTHO, TO
HEOOXOJMMO C/eNaTh TaK, YTOOBI JIOKAJbHBIM MAapIIPyTH3aTOpP CAaMOCTOSITEIBHO OTCIICKHUBAN JAaHHBIH
MOMEHT M MpHU HEOOXOAMMOCTH 3amycKand Obl CKPUIIT CMEHBI ajJpeca CaMOCTOATENbHO, 0e3 ydacTus
aJIMIHUCTPATOPA.

3.1. XKXmem Ha meHIo cneBa Ha KHOTIKY «New Terminal». Otkpoetcs okHo «Terminaly - KoHCOTB
YIpaBJIECHUs MapIHIPyTU3aTOPOM.

R ITITEITITIT HHE

HEX TTITTITITIT HEE
I1I1 KFX FKFX FRRFFR 000000 TIT III KFX KFE
TIT ¥FFFF BRR BRR OO0 00O T TIT  FEERE
TIT WHE WRE  BRARMR OG0 00d T TIT KK KR
111 MMK KK BPR BRR. (0000 T II1 KEE KK

MikroTik HoutetOd $.24 (g] L999-2013 http: /e aikrotik, cous

[ssvvEMikeoTik) = |

Stautig checkng MIAL inael addess
00 hunned 1P = 025722945, Cuntent unoel IP « 555324073
devica changad by miv

Hier 1P fon EGlF b b st sy

gl dmsmeemed Bewn echechulin by e

T B2 87 229 41 via eined
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3.2. B KOHCOJIb BCTABJISIEM CJIEIYIONIYIO CTPOKY KOJIa:

system scheduler add interval=Im name=MiacDCTunnel Resolve on-event="/system script run

miac_dc_tunnel"

U xmem Enter.

Interfaces
Bridge

PPP

Switch

Mesh

P

MPLS
Routing
Svstem
Queves

Files

Log

Radius

Took

New Teminal
MetaROUTER
Make Supouti
tanual

Exit

'inBox ¥5.24 on RB750 (mipsbs

Apr/20/15970 21:44:13
Lpi/20/1970 21:44:47
Apr/2041970 21:44:58
Api/20/1970 21:45:10
Apr/ 2041970 21:45:10
4pi/20/1970 21:45:10
Apr/2041970 21:4557
£pi/20/1970 21:45:59
£pi/20/1970 21

A/ 2041970 21:57:55
Api/20/1970 21:58:12
A/ 2041970 21:58:21
A4pi/20/1970 21:58:36
A/ 2041970 21:58:36
£pi/20/1970 21:58:43
4p1/20/1970 21:58:43
£pi/20/1970 21:58:43
A/ 2041970 21:58:54
£pi/20/1970 21:58:55
Api/20/1970 22

Apr/ 2041970 22:01:34
4pi/20/1970 22.01:34
Apn/2041970 22:01:34
£pi/20/1970 22:09:09
#p1/20/1970 2210:05
4pi/20/1970 22:14:48

system info
spstem info
script infa
scriptinfo
scriptinfo
spstem info
system info
spstem info
system infio
system info
spstem info
system info accol
spstem info acco
system irfo accol
spstem info acco
system irfo acco
spstem info acco
system irfo accol
spstem info acco
script info
scriptinfo
spstem info
script info
spstem info

Teminal

M M KEK TTTTTTTTTTT
hiui;iu mem KEK TTTTTTITTTT
MMM MMMM MMM ITT KEK KKK RRRERR agao0n0 TTT I1I
MM MM MMM III KEREK FRE. BFRR 000 000 TTT III
M MMM TIIT KK KKK  RRRRRR ong 0oa TTT I1I

M MMM IIT KHK KKE RRR ERR noa0n0 TTT ITIT EKEK KKK

MikroTik Router0s 5.24 (c) 1999-2013 htep: S nikrotik. com/

[msww@MikroTik] > system scheduler add interval=1m mame=MiacDCTunnel Resolwe on-ew
ent="/system script run miac de_tunmel”
[mswvBMikroTik] >

Time{2214:43 | Hide Passwar

Old tunnel IP = 82.97 229 45, Cunent tunnel IP = 95 53 248 73
device changed by meve

New [P for EclP has been set successfully

soipt removed fiom scheduler by msve

1item (1 selected)

system infa account user mswy loaged in from 82 97.223.41 via telnet

systeminfa

new script scheduled by mswy

Pucynok 3.2




3.3. XKnem | MuHyTY 1 mocie 3TOro odpaiaeM BHUMaHue Ha OKHO «Log». Tam cHOBa TOTKHBI

IIOABUTBHCA COOGH.[GHI/ISI, CBUACTCIILCTBYIOIIUC O TOM, YTO CKPUIIT IPOBCPKU JOCTYIIHOCTHU I'NIABHOT'O

Mapripytusatopa [{O/] 3amycTuscs.

dew Terminal
AetaROUTER
dake Supout.rif
Aanual

Zuit

Apr/2041970 22:01:34
Aprd20/1970 22:01:34
Aprd 201970 22:01:34
Aprd20/1970 22:01:34
Aprd20/1970 22:03:09
Aprd20/1970 2210:05
Aprd20/1970 22:14:.42
Aprd20/1970 22:15:43
Apr/2041970 221 5:48
Aprd20/1970 22:16:42
Aprd20/1970 22:16:43
Apr/2041970 221 7:48
Aprd20/1970 221742

soript infa

sorpt infa

systemn info

sonpt infao

system infa

eystern info account

Starting checking MIAC tunnel address...

Old tunnel [P = 82.97.229.45 | Current tunnel IP = 95.53.248.73
device changed by mzwy

Mew [P far EclP has been zet succeszsfully

script removed from scheduler by mawvy

uzer mevy logged in from 8297223947 via telnet

mel I

system infao
sonpt info
soript infa
sorpt info
soript info
soript infa
sorpt info

FI S £
Starting checking MIAC tunnel address. ..
Old tunnel IP = 8297 229.45 , Current tunnel IP = 95.53.248.73
Starting checking MIALC tunnel address...
Old tunnel P = 829722945 | Current tunnel IP = 95.53.248.73
Starting checking MIAC tunnel address...
Old tunnel [P = 82.97.229.45 | Current tunnel IP = 95.53.248.73

3.4. YtoObl HE TPY3UTh CHCTEMY, HY)KHO YBEIIMUYUTHh HHTEPBAJT BPEMEHH MOBTOPHOTO 3aITyCKa CKPHUIITHI
1o 30 munyT. [l aToro 3axoaum B paszzen System -> Scheduler. Otkpoercst okHo «Scheduler».

| Scheduler

Pucynok 3.3

A [ Sy

Mame

MiacDCTunnel Resal...

v % o |T

Start Date

Start Time
Apr/2041970 22:14:48

Interval

00:01:00 Aepstem scnpt... g

Fiun Count Ner:t Run
B Apr/20115970 ..

{On Event | Owirer

7031 item 1 zelected)

70 b A
TO 221748 zonpt info

T AT T IoTIT

LT ey = e =y

AT T AT T T 1T

Starting checking MIAC tunnel addreszs.

T T | |
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B okue MBI BUJUM CO3JaHHOC HAMH paHHEC 3aIaHUC HAa ITOBTOPHBIC 3aIllyCKH CKPHUIITA.

3.5. Hlenkaem 1Mo 3aJaHUIO ABOWHBIM IIETYKOM. B OTKpbIBIIEMcs OKHE HaxoauM moiie «Interval:» u

zamenseMm B HeMm 01 nHa 30.

ezt p..,

ing...



dule <MiacDCTunnel R

.| Mame |MiacDCTunnel Resalve

Start Date: |Apr/20/1570

S Cimibtie Crart Time Start Time: | 22:14:48 |=

Irteryal: EID:E:DD

On Event:
Aeystem zonipt run miac_dc_tunnel |

Dwirer: |msw

— Puolicy
rehont read
1 item [1 selected) wiite policy
—rrr e T D= e test passward
2218:48  zcript info Starting checking MIAC tunnel add| : &
2218:48  script info Old tunnel IP = 82.97.229 45, Curr il sl
221948  zcript info Starting checking MIAL tunnel add ]
221948 script info 0ld tunnel IP = 82.97.229.45 , Cury Run Count: |? |
22:20:48  zcript info Starting checking MIAL tunnel add ! e
222048 scriptinfo Old turnel IP = 82,97 229.45 , Cu  NeXtFlum | Ap1/20/197022.22.48 |
22:21:48  scpt info Starting checking MIAC tunnel add T
22:21:48  script info Old tunnel IP = 82.97.229.45 , Curr
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Kwmem knaBuiry Ok. [lepexoauM K 3aKkIOYUTENBHOMY 3Tally.



4. TIposepka paGoTOCIOCOOHOCTH.

Tak xak BO BpeMsl HACTPOEK 110 JAHHON MHCTPYKIMH MBI YK€ CKPHUIIT HEOJTHOKPATHO 3aIly CKaJIH, TO Ha
EolP-unrepdeiice yxe J0KEH CTOSATh aKTyaJbHBIN Ha TeKyUIHii MOMeHT [P-aipec rimaBHOTO
Mapmipytusatopa [{O/1.

[TosTOMy 1OCTaTOYHO MPOBEPUTH JOCTYITHOCTh YKa3aHHOT'O YCTPOHMCTBAa KOMaHI0M ping B OKHE «New
Terminaly»

ping 10.35.1.1

nsvv NI (MikroTik) - WinBox v5.24 on RB750 (mipsbe)

Sate Mode

Interfaces
Eridge
PPP
Switch
Mesh

IP [+
MPLS [+
- r ;
o1 J% - elx &
% | |Name # |Start [rate Start Time |Interval On Event |Dwner |Hun Count | Mext Bun
Queues i

Files Ap/20/1970
Ap/20/1970
Log pr/20/1970
R adius A/ 2041970
Api/20/1970 1 m FFE TTTTTTTTTIT FFE
Lok I Apr/2041970 mom FRK TTTTTTTTTTT FFE
Mew Terminal Apr/2011970 MMM MMMM MMM @ III FEEE EEE FEERRER oooooo ITT: III FRK KKK
Apl.-"ZD.-"'iS?D Mmm MM MMM ITII EEEEK REFE. RRE 000 000 TIT IIT FFFFEK L
MetaROUTER Apr/20/1970 1 MMM III KEK KKK FRREERR 000 000 TIT IIT KEK KEK
Make Supout.rif Apr/20/1970 i MMM III KKK KKK RRE FRE 000000 TTT III EKEE EKEK
Api/20/1970
HERE] 2041970 MikroTik Router0 5.24 (c) 1989-2013 http: /. mikrotik. con/
Exit Ap/20/1970
Ap/201970
Apr/2041970
Ap/20/1970
Apr/20/19703 1 item [1
Bprd20/1970 Leeer [msww@MikroTik] > ping 10.35.1.1
Api/2011970 22:21:48 [HOST SIZE TTL TIME STATUS
Ap/20/1970 22:21:48 [10.33.1.1 56 64 30ns
Apr/20/1970 22.22:48 (10.35.1.1 56 64 3lms
Ap/20M1970 222248 [10.35.1.1 56 64 3lms
Ap/20M1970 22:23.48 [10.35.1.1 56 64 29ms
Ap/20/1970 22:23:48 [10.33.1.1 56 64 29ms
Apr/20/1970 22.24.03 [10.35.1.1 56 64 3lms

Apr/20/1970 222816 |!
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Ecnu nuHT momren, 3HaYUT HACTPOWKHU OBUTH CICIIaHBI BEPHO.
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